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Abstract

We have developed and tested a fully autonomous pathogen detection system (APDS) capable of 

continuously monitoring the environment for airborne biological threat agents. The system was 

developed to provide early warning to civilians in the event of a bioterrorism incident and can be used at 

high profile events for short-term, intensive monitoring or in major public buildings or transportation 

nodes for long-term monitoring.  The APDS is completely automated, offering continuous aerosol 

sampling, in-line sample preparation fluidics, multiplexed detection and identification immunoassays, 

and nucleic-acid based polymerase chain reaction (PCR) amplification and detection.  Highly 

multiplexed antibody-based and duplex nucleic acid-based assays are combined to reduce false positives 

to a very low level, lower reagent costs, and significantly expand the detection capabilities of this 

biosensor. This article provides an overview of the current design and operation of the APDS. Certain 

sub-components of the ADPS are described in detail, including the aerosol collector, the automated 

sample preparation module that performs multiplexed immunoassays with confirmatory PCR, and the 

data monitoring and communications system.  Data obtained from an APDS that operated continuously 

for seven days in a major U.S. transportation hub is reported.
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1. Introduction

 One of the easiest methods of exposing a large population to a biological threat agent is through an 

aerosol; this was clearly evidenced by the anthrax attacks that occurred in 2001.  Environmental 

monitoring technologies capable of rapidly detecting and identifying aerosols of multiple pathogens or 

toxins improve our ability to counter biological terrorism (Franz et al., 1997).  An ideal aerosol 

monitoring system would be capable of detecting and identifying multiple pathogens in real or near-real 

time.  The system should run unattended for long periods of time, require infrequent maintenance, and 

be inexpensive to operate.  The platform should utilize detection methodologies with sensitivities 

adequate to detect life-threatening doses of airborne pathogens (Hilleman, 2002), and with sufficient 

selectivity to virtually eliminate false positives.  Since 2001, considerable research effort has been 

directed toward the development of biological detection and identification technologies that meet these 

criteria (Luoma et al, 1999; Stratis-Cullum et al., 2003; Cheng et al., 1999; Snyder et al., 1999; Sincock 

et al., 1999; Ryzhov et al., 2000) and several reports describe autonomous aerosol collection followed by 

in-line sample processing with identification and quantification (Fitch et al., 2003; Anderson et al., 1999; 

Ligler et al., 1998; Lester and Ponce, 2002; Makino et al., 2002; Donlon and Jackman, 1999).

We have developed, built and tested the Autonomous Pathogen Detection System (APDS), a stand-

alone instrument capable of continuous, fully autonomous monitoring for multiple airborne biological 

threat agents (Dzenitis et al., 2003).  The APDS is intended for use in domestic applications (e.g., office 

complexes, transportation terminals) where the public is at high risk of exposure to covert releases of 

bioagents, and as part of an integrated network of biosensors for wide-area monitoring of urban areas 

and major gatherings (e.g., inaugurations, Olympics).  The APDS continuously collects aerosol samples, 

performs multiplexed antibody-based tests (immunoassays) at 60 minute intervals, performs automated 

real-time flow-through nucleic acid assays (PCR) testing to confirm an immunoassay screen reactive, 
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archives samples, conducts data reporting and silent alarming with continuous unattended operation 

benchmarked at 7 days.  Multiplexed immunoassays allow the detector to respond to broad classes of 

bioagents, including those without nucleic acids such as protein toxins, and are used to reduce reagent 

costs, making long term monitoring operations possible.  PCR provides a secondary, confirmatory assay.  

By utilizing two highly specific biological assays that rely on fundamentally different molecular 

interactions for detection, the probability of reporting false alarms is greatly reduced.  The system is 

contained in a rugged, mobile chassis so the only utilities required are AC power. A Labview-based 

software program controls instrument functions and performs data acquisition, real-time data analysis, 

and result reporting.  The fully autonomous aerosol collection and sample preparation capabilities limit 

maintenance requirements making integration into a central security or monitoring network possible.

We have evaluated the performance of the fully-integrated APDS in two end-to-end systems tests 

conducted in specialized aerosol chambers (McBride et al., 2003; Hindson et al., 2004), and the system 

has conducted thousands of assays in a variety of real-world deployment scenarios.  Here, we describe 

the components of the system, and discuss some of the operational performance parameters in greater 

detail. Multiplexed immunoassay and real-time PCR data from an APDS that operated continuously for 

seven days in a major U.S. transportation hub is presented.
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2. Instrument

2.1. Concept of operation

A process flow diagram for environmental monitoring with the APDS is shown in Fig. 1.  The APDS 

continuously collects particulates from the air into water.  Once an hour, the aerosol collector dispenses a 

liquid sample to the automated fluidics module.  The fluidics module performs a multiplexed 

immunoassay and dispenses the processed sample to the detector for analysis.  The detector (flow 

cytometer) performs the analysis, and the result is subsequently processed using a triggering algorithm.  

If the immunoassay result is negative, the aerosol collector dispenses the next sample and the process is 

repeated.  An immunoassay result for any agent that is above the detection threshold set for that agent is 

considered “reactive” and will result in a notification page being sent to Lawrence Livermore National 

Laboratory (LLNL) personnel (middle column).  If the immunoassay result is reactive and the agent 

contains DNA, a confirmatory PCR is initiated (indicated in the column on the right).  An aliquot of the 

original sample is taken for the PCR assay and mixed with the PCR reagents.  Once PCR is underway, 

the aerosol collector dispenses the next sample, and the next immunoassay is started.  Most of the time, 

the system will operate in the column shown on the left.  Each of the components that make up the 

APDS is described in more detail below.  
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Fig. 1.  Process flow diagram for environmental monitoring with the APDS, including confirmatory 

PCR.  Most of the time the system operates in the left column. A potential immunoassay screen reactive 

sends the system to the second (middle) loop. This response represents both actions that may be taken by 

the instrument itself (e.g., paging experts with a request for data review) and by external systems (e.g., 

security cameras being checked). If the agent contains DNA, then PCR confirmation is initiated.  A 

screen reactive PCR test results in a more extensive response. 

2.2. Aerosol collector

  Because aerosol collectors containing dry matrix-type filters are difficult to couple to autonomous 

systems and are relatively non-selective in the types and sizes of particles collected, we developed a two-

stage aerosol collector that utilizes an LLNL-designed virtual impactor pre-concentration stage in front 

of a commercial wetted-wall cyclone collector (Smart Air Sampler System (SASS) 2000™, Research 

International, Woodinville, WA) (Fig. 2).  For biological agents to be effective weapons, they must be 

disseminated as aerosols consisting of particles (0.5-5 µm) that can be inhaled and retained in the human 

lung (Eitzen et al., 1999).  The virtual impactor has been optimized to capture particles in the 1-10 µm 

size range and the wetted-wall cyclone traps the particles in fluid, making downstream processing much 

easier.
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The virtual impactor separates particles based on momentum.  Entering air is split into two flow 

streams; the bypass (or major) flow and the product (or minor) flow.  The ratio of the bypass to product 

flow is at least 4:1 and as much as 9:1.  The bypass flow is turned sharply from the direction of the 

entering air flow, while the product flow traces a straight path relative to the entering flow, albeit at a 

much lower velocity.  Consequently, large particles with high momentum follow a straight path and 

enter the product flow, whereas small particles make the turn into the bypass flow.  The product flow 

enters a wetted wall cyclone, where the flow makes a 90 degree turn and spirals up a cylindrical plastic 

pipe.  Inside the cyclone, a curtain of water is pulled up the walls of the cyclone due to the air flow.  

Particles within the cyclone either impinge a sheet of water at the cyclone inlet or move to the wetted 

wall due to centripetal force.  Either way, they are captured in the water volume.  Water pulled up the 

walls by the air flow circulates through the cyclone, collecting in a cistern near the top of the cyclone, 

and is returned to the bottom of the cyclone via a small recirculation tube.  An optical detector is integral 

to the recirculation tube, monitoring the air/water interface passing through the recirculation tube.  The 

number and speed of the interfaces is correlated to total water volume within the cyclone.  When the 

water volume falls below a set level, a valve opens to a pressurized water tank, allowing about 0.5 ml of 

water to enter the cyclone. 

The APDS/SASS 2000 hybrid collector can sample up to 3000 liters of air per minute (lpm), 

allowing many more particles to be collected over a shorter period (the SASS 2000 samples about 275 

lpm).  An on-board computer controls air flow rates and the size range of particles collected.  Particle 

collection, fractionation and concentration are nearly continuous in autonomous operation.  At 

prescribed intervals, the collector pauses and a peristaltic pump delivers the collected fluid to the sample 

preparation module.  Aerosol collection resumes immediately, and at the same time, sample processing 

begins.
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Fig. 2. The LLNL/SASS 2000 hybrid aerosol collector.  The stack and cap can be seen at the top of the 

device.  The virtual impactor is hidden below the stack.  The large silver blower (back left) is the bypass 

fan and the small black fan is the product fan.  The clear plastic cyclone is seen beneath the product fan.  

2.3. Sample preparation module

  The sample preparation (fluidics) module utilizes a powerful, highly flexible technique called 

sequential injection analysis (SIA) (Lenehan et al., 2002).  The commercially available SIA system (Flo-

Pro,™ Global FIA, Gig Harbor, WA) reproduces functions routinely performed by lab personnel on the 

bench: moving the sample from the aerosol collector, preparing the sample (mixing, filtering, incubation, 
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etc.), and delivering the sample reaction volume to the assay detectors.  The SIA system (Fig. 3) 

comprises two bi-directional syringe pumps, two holding coils, four multi-position selection valves and 

a computer.  

Fig. 3. The APDS sample preparation module.  Sequential injection analysis (SIA) enabled simple, 

versatile, and reliable automated fluid handling.  The integrated module is capable of conducting both 

automated multiplexed immunoassays and duplex flow-through PCR.  The module consists of two bi-

directional syringe pumps, two holding coils, and four 14 port multi-position selection valves. The 

immunoassay specific components (left side of photograph) include several reagent reservoirs and a 

microsphere sequestering cell.  The PCR specific components (right side of photograph) include various 

reagent reservoirs, a thermal-cycler (upper right), two-channel (FAM/TAMRA) optical platform for real-

time fluorescence detection, and a micro fabricated pillar chip for DNA extraction.

2.4. Multiplexed immunoassay detection

  We have developed immunoassays that are rapid, sensitive, specific and can detect more than one 

threat agent simultaneously (i.e., multiplexed) from a single sample (McBride et al., 2003).  The assays 
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have been developed for use with a commercially available flow cytometer, the Luminex LX-100 

(Luminex Corp, Austin, TX).  The Luminex platform offers a 100 channel array, that utilizes surface-

functionalized polystyrene microspheres (5.6 µm) embedded with unique ratios of two different 

fluorophores. Potentially, up to 100 different analytes can be measured simultaneously within a single 

sample.  The APDS employs a sandwich immunoassay format, where microspheres functionalized with 

antigen-specific capture antibodies are incubated with antigen, and then bound analyte is detected using 

biotinylated antibodies labeled with the fluorescent reporter, streptavidin-phycoerythrin (SA-PE).  Each 

optically-encoded and fluorescently-labeled microsphere is then interrogated by the flow cytometer.  

Classification (635 nm) and reporter (532 nm) lasers excite embedded and surface bound fluorophores, 

respectively. The flow cytometer interrogates hundreds of microspheres per second; analysis is complete 

in 60s.  

Currently, the APDS multiplexed immunoassays screen each sample for up to 8 different 

pathogens simultaneously.  In addition, every assay utilizes four inbuilt assay controls that convey 

important diagnostic information regarding reagent addition, quality and concentration, assay operator 

performance and instrument stability; controls can be easily added without compromising or limiting the 

screening capabilities of an assay. These assay controls have been described in previous publications 

(McBride et al., 2003; Hindson et al., 2004). Every sample is analyzed in the context of the performance 

of the controls, thereby minimizing the likelihood of false positives. 

The fluidics manifold conducts automated immunoassays and real-time, confirmatory PCR using a 

series of simple fluidic manipulations (or sequences) designed to mimic the mechanics of the benchtop 

assays.  The immunoassay portion of the fluidics manifold, in addition to the components described 

above, also employs reagent reservoirs, a microsphere sequestering cell (bead trap) where the wash 

assays are conducted; the module has been described in detail elsewhere (Hindson et al., 2004).  
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Microspheres are placed in the sequestering cell and exposed, in turn, to sample, labeling antibodies, and 

the fluorescent reporter, SA-PE.  Upon completion of the automated immunoassay, the fluidics module 

dispenses the processed sample to the flow cytometer for analysis.  Data acquired by the Luminex is then 

analyzed using an algorithm.  If the immunoassay results do not cause the algorithm to trigger, the 

remaining sample (3.9 ml) is pumped to a common archive reservoir.  The immunoassay fluidics 

components are cleaned and readied to accept the next sample from the aerosol collector.  If the 

immunoassay results cause the algorithm to trigger, confirmatory PCR is called upon.  The trigger 

instructs the PCR portion of the fluidics manifold to retrieve an aliquot from the original aerosol sample 

(the same sample used in immunoassay) and perform a DNA purification step followed by a 

confirmatory PCR test specific to the agent in question.

2.5. DNA purification

As PCR reactions are susceptible to interference from components present in the sample matrix (i.e., 

inhibited) we incorporated a DNA extraction step, using a “pillar chip”, prior to PCR.  The pillar chip is 

a micro-fabricated device made from a silicon wafer using standard photoresist/etching techniques. The 

chip has a well defined bed of pillars, with silica surfaces that are suitable for nucleic acid capture. Chips 

can be resistively heated and are prepared with two fluid connections.  The device can accept a range of 

input volumes (100-1000 µl) at different flow rates (1-100 µl/s). The performance of the chip has been 

detailed elsewhere (Visuri et al., 2002; Belgrader et al., 2002).

2.6. Real-time, flow-through PCR detection

  The APDS uses a real-time TaqMan implementation of the polymerase chain reaction (PCR) 

(Nasarabadi et al., 1999; Fitch et al., 2002). Our PCR reaction mixture (master mix) comprises 

fluorescence resonance energy transfer (FRET) probes, forward and reverse primers to locate specific 

DNA sequences of interest, dNTPs, magnesium chloride, internal control DNA and the Taq polymerase 
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enzyme. To realize duplexed PCR with our two channel fluorescence detector, the FRET probes 

incorporated 3′ Black Hole Quencher and 5′ FAM (agent) or TAMRA (internal control) modifications.  

The fluidics module assembles each PCR reaction, whereby sample (5 µl, potentially containing agent 

DNA) and master mix (20 µl) are combined, pumped to the thermal-cycler then subjected to a 

temperature profile of 95°C for 60s, followed by 45 cycles of 95°C for 15s, 60°C for 30s and 72°C for 

15s. 

The PCR module consists of a thermal-cycler and a fluorescence detector and was based on an 

earlier version (Belgrader et al., 2003). The thermal-cycler has a flow-through chamber made from two 

photo-lithographically patterned and etched copper plates.  The etched channel on the inside of the 

chamber allows the sample tubing to be clamped between the two chamber halves, ensuring good 

thermal contact.  The tubing is connected directly to the fluidics system allowing the sample to be moved 

into and out of the thermal-cycler.  The etched features on the outside of the chamber create increased 

surface area to enhance forced convective cooling.  Heating is accomplished by clamping the chamber 

between two circuit board assemblies.  Standard surface mount resistors soldered to the circuit boards 

act as heaters.  A surface mount linear thermo-resistor provides temperature sensing for control of the 

thermal-cycling. During the cooling cycle, air is forced through slots in the circuit board assembly, onto 

the chamber.

The fluorescence detector has two independent channels, specific for FAM (excitation 480nm, 

emission 520nm) and TAMRA (excitation 520nm, emission 580nm) fluorophores. Apertures in copper 

plates create two optical paths perpendicular to the flow-through PCR tubing.  For each channel, 

excitation light from a colored LED is filtered, and then focused onto the tubing which contains the PCR 

reagent plug.  The resultant fluorescence emission is focused, filtered, then detected using a low-noise 

photodiode connected to an integrating chip. Each detection channel is operated independently.
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A control PCR reaction is performed twice daily, to ensure that the PCR module is functioning 

properly, that the PCR reagents have not changed or decayed, and that the samples being collected in any 

particular environment are not causing PCR reaction inhibition.

2.7. Data monitoring and communications

The communications sub-system provides transparent connectivity between an APDS in the field and a 

command console.  Communication with fielded APDS units can be achieved via wireless (802.11b), 

cellular, or direct Ethernet wiring.   The APDS command console (or a view-only remote console) 

allows immediate study of the instrument signals and performance at any time. An overall status map 

includes a map showing instrument locations, a list of instruments, and a timeline of instrument status, 

all color-coded. The colors have been selected to provide status at-a-glance. Any instrument on the status 

map can be clicked for a detailed status showing assay results over time and system data for that 

particular APDS unit. The remote console provides instant text paging specifying equipment problems 

or reactive screening results.  The APDS sends out “Heartbeat” messages every 10 seconds.  This 

message carries a status field and ensures connectivity.  A “Data” message is sent out every minute, 

which contains status, state of the machine, and system parameters of interest.  “Assay”, “PCR” and 

“Error” messages are sent out when ever results are available.  The command console sends out 

Command and Control messages as needed.

2.8. Field testing and autonomous operation

  The performance of the APDS has been extensively tested in the laboratory, where the instrument has 

conducted many thousands of assays and the performance monitored through the use of spike tests, 

where agents were introduced into the liquid, assayed, and compared to our gold standard benchtop 

assays.  We have evaluated the performance of systems that have been deployed (i.e., placed at off-site, 

strategic locations), where systems have operated continuously for days, weeks or months.  We have 
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collected more than 5000 samples from deployed systems, comprising over 30,000 assays; to date no 

false positives have been recorded.  Fig. 4 shows multiplexed immunoassay and control duplex PCR 

data collected by an APDS that operated continuously for seven days in a major U.S. transportation hub. 

A total of 154 samples were analyzed by immunoassay, which represents 770 individual agent assays. 

The relative standard deviation of the antibody, fluorescence, instrument and negative controls were 3.9, 

4.9, 5.9 and 16.8 % respectively. All the immunoassay signals collected on the five agent channels were 

analyzed by our algorithm in real-time, none were reactive and confirmatory PCR was not triggered. A 

control PCR was executed twice daily over seven days, totaling 14 individual PCR reactions. No rise in 

fluorescence signal on the agent channel (FAM) was detected due to the absence of target DNA in the 

sample. The fluorescence signals on the internal control channel (TAMRA) rose consistently due to the 

presence of internal control DNA in the PCR master mix. The mean cycle threshold, calculated using an 

algorithm from a commercially available thermal-cycler, (Smart Cycler, Cepheid, CA) was 31.3 cycles 

with a relative standard deviation of <1%. These results indicate excellent repeatability and stability of 

the immuno- and PCR-based assays together with the associated instrumentation on which they were 

performed, during operation in a real-world environment.
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Fig. 4. Multiplexed immunoassay (a) and real-time, flow-through, duplex PCR data (b) from an APDS 

that operated for seven days in a major U.S. transportation hub. Samples were collected and analyzed 

hourly by immunoassay; the resultant immunoassay signals (MFI, median fluorescence intensity) are 

shown for four controls and five agents. A total of 154 samples were analyzed, which corresponds to 770 

individual agent assays. Immunoassays signal designations are antibody control (AC), fluorescence 

control (FC), instrument control (IC), negative control (NC) and agents 1-5 (Ag 1-5). Real-time PCR 

was performed twice daily; a total of 14 consecutive control duplex PCR reactions are shown. Signals on 

the agent channel (FAM) remained flat in the absence of agent DNA in the sample, whilst those 
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measured by the internal control channel (TAMRA) rose consistently after 31 cycles due to the presence 

of control DNA in the PCR reagent mixture.

The performance of the fully-integrated APDS has been evaluated in two end-to-end systems tests 

where the system was challenged with known concentrations of bioaerosols released in specialized 

containment chambers.  The first chamber test was conducted in September, 2002 at Dugway Proving 

Grounds.  The APDS with multiplex immunoassays was tested with live agent aerosols of Bacillus 

anthracis and Yersinia pestis.   These tests proved that the end-to-end system could detect aerosolized, 

lethal bioagents (McBride et al., 2003).  In September, 2003, we returned to Dugway Proving Grounds.  

The primary objective of the 2003 testing was to demonstrate the APDS with immunoassay 

identification and PCR confirmation of bacteria.   A secondary objective was to demonstrate 

immunoassay identification of a protein toxoid (denatured toxin) aerosol release. Both testing objectives 

were achieved with multiple releases and clear identifications.  The APDS was tested against, and shown 

to be effective for identifying aerosolized Bacillus anthracis, Yersinia pestis, Bacillus globigii, and 

botulinum toxoid. A total of 12 agent trials were conducted over 14 days of testing; the results of that 

test will be the subject of a subsequent report (Hindson et al., 2004).   

3. Conclusions

We have developed and tested a fully autonomous pathogen detection system capable of continuously 

monitoring the environment for airborne biological threat agents.  While the primary focus has been on 

protection of civilians from terrorist attacks, the same system could also have a role in protecting 

military personnel from biological warfare attacks. APDS instruments can be used at high profile events 

such as the Olympics for short-term, intensive monitoring or more permanent installation in major 

public buildings or transportation nodes.  All of these units can be networked to a single command
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center so that a small group of technical experts could maintain and respond to alarms at any of the 

sensors.  The APDS has several key advantages over competing technologies: (1) the ability to measure 

up to 100 different agents and controls in a single sample, (2) the flexibility and ease with which new 

microsphere-based assays can be developed and integrated into the system, (3) the presence of an 

orthogonal, real-time detection module for highly sensitive and selective nucleic acid amplification and 

detection, (4) the ability to use the same basic system components for multiple deployment architectures, 

and (5) the relatively low cost per assay (<$2.00 per 10-plex or $0.20 per multiplexed immunoassay, 

with similar costs for the duplex PCR) and minimal consumables. The equipment cost of an APDS is 

higher than that of a dry filter collector currently used for environmental monitoring of biothreat agents 

the United States (Fitch et al., 2003). However, the APDS requires low labor which reduces operational 

costs over time, with much higher frequency reporting. Extensive validation of the APDS is still 

required, yet a significant burden of this task is reduced as the instrument utilizes Laboratory Response 

Network (LRN, Center for Disease Control) approved reagents.
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