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PREFACE

We performed this work at Lawrence Liverrnore Laboratory (LLL) in response to the invitation of
the Defense Communications Engineering Center, Reston, Vs., in the fall of 1977 to look at their EMP hard-
ening problem. This report describes the types of hardening problems encountered during that time for
various types of ground communication centers. We believe that most of the concepts in the approach that we
developed then are still valid and that the problems of hardening remain an issue of interest in the EMP com-
munity in general.
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AN APPROACH TO EVALUATING AND
IMPLEMENTING EMP PROTECTION

REQUIREMENTS FOR COMMUNICATION CENTERS

ABSTRACT

We examine the problem of protecting communication centers against the threat
of high-altitude nuclear electromagnetic pulses (EMP). Because such EM P could damage
components in an unprotected facility, we describe an approach to develop a set of
minimum requirements so that effective hardening procedures can be designed and im-
plemented. Our approach includes evaluation of currently recommended protection prac-
tices, cost analyses, and development of test requirements, plans, and facilities.

INTRODUCTION

The operation of many communication-center
installations is susceptible to interference from elec-
tromagnetic pulses (EMP), and a high-altitude
nuclear EMP may sufficiently damage communica-
tions equipment that the facility is rendered in-

operable. Because of the recognized need to harden
these installations against EMP interference, we
describe here an approach developed at Lawrence
Livermore Laboratory (LLL) to accomplish this
goal.

Our approach involves five steps:

● Determine and evaluate the minimum
protection currently used in communication cen-
ters.

. Evaluate existing protection practices.

● Analyze costs of possible protection prac-

tices and determine the most cost-effective alter-
natives.

. Develop test requirements and test plans
for full-scale experimental evaluation of optimum
protect ion practices.

● Incorporate the optimum protection prac-
tices into an electromagnetic compatibility and in-
terference (EMC/EMI) program.

In formulating this approach, we assumed that
only protection against permanent damage of the
communications system was essential and that tem-
porary interruptions could be tolerated as an
operational necessity. We also assumed that the
equipment was able to withstand those elec-
tromagnetic transients encountered during normal
operation.

Our approach strives to insure that EMP
protection practices can be integrated into current
facilities and that they be compatible with present
communications equipment. In this report, we
discuss available EMC/EMI and EMP protection
practices and present a program plan for including
EMP protection in an EMC/EMI protection plan.
We also describe Decision Theory, which is used for
cost analysis (or trade-off’) procedures, and describe
the full-scale developmental facility testing used to
validate the results of scale-model tests.

TECHNICAL DISCUSSION

EMC/EMI CONSIDERATIONS EMC/EM1 requirements and should be combined
with an EMC plan. These requirements include:

Any approach to the hardening of communica- . Compatibility with Protection against
tions facilities to EMP must consider the existing other electromagnetic (EM) effects (e.g., lightning).
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. Immunity to out-of-line radiation or coupl-
ing.

● Immunity to in-line noise.
. Compatibility with equipment during nor-

mal operation.
Specification of EMP requirements generally

should not conflict with other EMI considerations
(with the possible exception of lightning protec-
tion). Certain types of equipment may have to meet
MIL STD 461 and Secure Communications require-
ments. On the equipment interface level, however, it
appears that a suitable transient requirement for

both lightning and EMP surges can be imposed.
The Department of Defense (DOD) has es-

tablished an integrated Electromagnetic Com-
patibility Progra~ to establish EMC requirements
for all military equipment, systems, and subsystems.
The objectives of this program are

● To achieve EMC of all equipment.
. To incorporate this compatibility at the

design stage (avoid retro-fitting).
. To standardize approaches and techniques

in communication electronics materiel programs.

Criteria for establishing, managing, and
evaluating an EMC program for communication
equipment is provided by MIL-HDBK-237, and
mandatory requirements for such equipment are
described in military standards and specifications.
None of these specifications considers EMP,
however, and the tests they describe are performed
over selected bandwidths (typically in a continuous
narrow- or wide-band wave) whereas EMP involves
transient phenomena.

EVALUATION OF PRESENT
EMP PROTECTION PRACTICES

The crucial task facing a system designer is
determining which of the practices recommended to
control nuclear EMP interference2-7 can be im-
plemented in the most cost-effective manner. These
practices fall into several categories:

Protection of the communications facility.

Shielding of buildings.
Grounding of equipment.
Filtering of power lines.
Limiting of transients on telephone lines.
Treatment (e.g., shielding, grounding,
bonding, filtering) of “penetrations” (i.e.,
any material that conducts electricityy, such

as wires, cables, pipes, etc.) that pass
through building shielding.

Protection of the communications equipment.

Intersystem protection.
Shielding and spacing of equipment
racks.
Shielding and spacing of equipment
cables.
Grounding of equipment,
Isolation and zoning of equipment.
Circuit layout practices.
Signal transmission methods (e.g.,
microwave, cable),

Intrasystem protection.
Layout of interconnections.
Bonding, grounding, and shielding of
interconnections.
Terminal connections protection.
Signal level amplitudes.
Nature of sigml transmission (e.g.,
digital, optical).

The system designer evaluates the implementat-
ion of these practices separately using several
criteria:

Survivability. Survivability is a measure of the
system performance under extraordinary cir-
cumstances. Assessment of survival factors depends
both on intricate technical considerations and ex-
perienced judgment (because these factors cannot
yet be measured instrumentally). This measure can
contain significant uncertainty as a result. The
degree of uncertainty of such estimates can be ex-
pressed in several ways. One method (based on
reliability theory) associates with the survival factor
a statistical confidence factor that incorporates an
empirically determined distribution of uncertainty.
If this confidence factor is not sufficiently high,
however, the final analysis of survivability will con-
tain so much uncertainty that no decision can be
made.

Component Failure. The reliability of protec-
tion devices under stress must be considered, e.g.,
the failure rate of Zener diodes used for transient
suppression.

Coat. Cost includes both installation and main-
tenance costs. Some protection practices, though at-
tractive from a technical point of view, may be
prohibitively expensive, e.g., shielding the entire
facility.
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Space Requirements. The protection method
can not require excessive installation space, e.g.,
shielding of individual conductors in cables.

Structural Integrity and Safety of Personnel.
The method must not compromise the structural in-
tegrity of the buildings or electrical, safety, e.g.,
although a ground wire may produce EMP inter-
ference, it is required for safety and must be
retained.

Communication installations are categorized
as three different types of structures, each of which
has a different level of EMP shielding. These
categories are:

Well-shielded facilities.

Structures are steel or steel-containing
(steel walls, floors, and ceilings) with a
limited number of apertures (i.e., doors,
windows, cracks).

EM fields inside structure are unaffected
by external EM fields.
Penetrations constitute the major source
of EM fieIds.

Less-shielded facilities.
Structures are steel-frame or rebar-
reinforced with numerous apertures.
EM fields inside structure are considerably
affected by external EM fields; EMP in-
teracts with both the structure frame and
interior metal fixtures (cabinets, racks,
cables, etc.).
Penetrations contribute considerable EM
fields and coupling from the outside.

Unshielded facilities
Structures are wooden- or concrete-frame
(little metal in walls, floors, or ceilings)
with numerous apertures.
Equipment and outside EM fields interact
directly.
Penetrations add considerably to the EM
fields inside the structure.

INTEGRATION OF EMP
PROTECTION PRACTICES
WITH NON-EMP EM
PROTECTION PRACTICES

The EMC control plan is a source for all EMC

technical information for designing systems to con-
trol EMI phenomena and should include EMP
protection when such is applicable. The plan deter-
mines how the combined problems of EMP and
other EMI effects are to be solved.

An EMC control plan includes both ad-
ministrative and technical sections that should con-
tain the following:

Administrative
Plan, scope, and description of system.
Organization, coordination, and reporting
procedures.
Applicable documents.
Milestones.
Document ation and schedule.

Technical.
Engineering activities.
EMC design criteria (bonding, grounding,
shielding, cabling).
Prediction of problem areas.
Testing provisions.

Figure 1 indicates how and where data and re-

quirements for EMP enter into and interface with
the EMC Program and Control plan and other
documents. The decision process interacts with the
other functions (design reviews, control-plan
generation, tests); only the design review is
emphasized in the figure.

Some work in the field of EMP protection and
hardening that is specifically oriented to com-
munication facilities has been reported.2-7

EXPERIMENTAL EVALUATION

SCALE MODEL EXPERIMENTS

The EMP-induced effeets on any electronic
system ultimately appear as voltages and currents
(and their associated fields) on cables, metal sur-

faces, and other conductors. At present, the external
coupling problem, which involves the interaction of
incident EMP with directly exposed parts of the
system, is reasonably well understood. The penetra-
tion of externally coupled energy to the system’s in-
terior (e.g., through apertures) is less understood.
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FIG. 1. Relationships between documents and functions in a typkal EMC program. Tbis diagram shows loca-
tion of deciskm points and also indicates where EMP considerations should be included in the EMC program.

Of greatest uncertainty, however, is the redistribu-
tion of this energy in the interior of the system. We
feel that properly designed scale-model experiments
can help solve this latter problem.

Swde model tests offer several advantages

. They help evaluate design practices.

. They complement analysis- and full-scale
experiments.

. They are relatively inexpensive.

. They provide well-defined control experi-
ments.

. They permit design of definitive, produc-
tive full-scale experiments.

. They minimize the number and cost of full-
scale experiments.

4

One disadvantage of small-scale experiments is
the uncertainty that their results can be validly ap-
plied to actual full-scale measurements. At LLL, we
performed experiments using models of physically
large structures (e.g., ships, missiles, land-based
vehicles) in which we measured external coupling to
communication equipment in these vehicles. We. .
used monographs of a set of EMP data moduless
developed for Defense Nuclear Agency (DNA) at
LLL, and, within about an hour, we obtained
predictions that were within 3 dB of actual field test
results.

In these experiments, we used scale models.
Scale models (simulators) do not simply act as
analogs to the “real” objects (simulands), but in-
stead are distinct physical systems that differ only
geometrically from the simuland. These models are



valid if we view the simuland as an interconnection

of points; the scale model differs only in the in-
dividual dimensions and representations of details
of the parts because the physical structure and
material compositions in both systems are the same.

In testing the effwts of electromagnetic radia-
tion on complex electronic equipment, we use scale
experimentation to estimate the probability of suc-
cessful system operation. When a large class of
systems is considered, two fundamental problems
become apparent: choosing the correct experimen-
tal design and validating the experimental results.

Scale-model experiments must be very carefully
designed to exploit the available information to the
fullest. From a potentially infinite set of stimuh.ts-
response observations, the experimenter must select
an economically finite set that is based on sensitivity
of the system response, internal geometric
rearrangements, subsystem coupling, functional
nature of subsystems, etc. Such information can
rarely be expressed correctly in purely quantitative
terms.

Scale-model experimental results must be very

carefully validated with respect to the simuland.
Not only does this require carefully designed experi-
ments on a real system that is likely to be inaccessi-
ble, but the ability to interpret model data with
respect to the simuland requires significant expertise
in EM scaling theory.

A basic hypothesis of our approach is ihat a
“generic” building can, by suitable rearrangement
of its internal parts, serve as a sufficiently good
model of any real building. To set up a scale experi-
ment, the designer divides the modeling problem
into two portions—the scaled portion that deaIs
with scaIe models and the portion that deals with
models of real systems. At the lowest level of the
real world are the most detailed simulands, and, in
moving up the hierarchy of simulands, the degree of
detail decreases as the simulands are grouped in in-

creasingly more general aggregates. For example, in
a study of the vuinerabilit y of buildings to EM
radiation, individual buildings, S, comprise the first
level and the “real size” facility (made up of several
buildings) comprises the second level. In such a two-
Ievel heirarchy, the second level represents a generic
system, Sp, where P is a parameter determined em-
pirically to obtain a sufficiently good approxima-
tion of the individuals in the system. In our exam-
ple, this parameter would describe the different in-
ternal rearrangements of equipment required in the

generic building to model a specific building in the
lower level.

Figure 2 shows such a multi-level approach to
the problem;” we subject a real-world system S to an
EM energy U, and Y, a function of the stimulus U
[i.e., Y = S(U)], is the resulting probability dis-
tribution of measurements taken during the experi-
ment. In the scaled world, experiments are conduct-
ed with a scale model of the generic system, Sp,
with the corresponding inputs (U’), outputs (Y’),
and parameters (P’). For a model arrangement, an
output Y’(P’, U’, L’) is obtained at sensor location
L’. When P’, U’, and L’ are varied randomly, Y has
a distribution function fy, as shown in Fig. 3.
Unless the experiments are designed and
categorized judiciously, the distribution variance is
pro hibitively large.

Two essential issues affect the correlation be-
tween sensors and unrelated structural features in
the tested system (facility). First, equivalent ex-

perimental arrangements (layouts) must be iden-
tified to avoid duplication of experiments. Second,
the response function Y(P, U, L) must be assigned a

‘&i=y

Real world
(Simulands)

-b-

P’

u’ s Y’
P’

Scaled world
(Simulators)

FIG. 2. A scale model approach to the hardening
problem. In the real-world system, Y is the
probabdity dkitribution resulting from many EM
iindi (U) that are affected by parameters P. In the
scaled world, the input and output are simplifkd.
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parameter C (a “clutter” factor) to account ex-
plicitly for the varying sensitivity of Y(P, U, L) to
different iayout.s. The clutter factor, included in P,
combines equivalent layouts and indexes Y to
produce a collection of Y distributions-one for
each significant layout.

The distribution in Fig. 3 represents an

aggregation of all arrangements and normally
shows a very high variance. Figure 4 shows the ef-
fect of introducing a clutter factor, C. The use of
this factor reduces the uncertainty of the data by
separating the structural aspects of the system (e.g.,
a building) that are responsible for the wide
variance usually obtained. Each value of C is then
associated with a response distribution function of
lower variance than Y. Using C is computationally
and experimentally efiicient, but these advantages
are offset in that we must deai with a collection of
distribution functions, one for each value of C.

There are essentially three sources of uncer-

tainty associated with determining the EMP-
induced threat in the interior of an electronic
system. These are variations in 1) the externally inci-
dent EMP (its angle of incidence, polarization, fre-
quency spectrum), 2) the system configuration (its
geometry, electrical interconnections, operational
status), and 3) the location of the observation point
on the system. These variations produce EM P-
induced interference-signal (“threat”) distributions
that must be considered when making vulnerability
assessments, but in practice these distributions
generaliy cannot be obtained from full-scale
measurements with any degree of completeness.
Scale-model experiments can help resolve this
problem in at least two ways first, they provide a
well-defined controlled environment in which threat

distribution functions can be determined readily,
and second, they aid in the efficient design of the
full-scale experiments that are required to validate
the scale-model results.

Specifically, scale measurements of the excita-
tion applied, the interior configuration of the
model, and the interior measurement points are per-
formed using pulsed sources to cover the wide
bandwidth of EMP-coupled energy. This provides
consistent input of energy whereby all energy
delivered to the interior of the model can be
accounted for. These experiments, conducted adap-
tively in a learning mode, reveal the relative effects
of such parameters as the degree of interior filling,
importance of nearby walls and corners, internal
resonance, and coupling models on the effects “of
EMP,

Plates as EMP Energy Reflectors

Entrance panel plates to which penetrating
cables are bonded can serve as good energy reflec-
tors in cinder-block buildings for which the outer
building shield cannot be used for grounding. In the
scale model of this situation, we mounted a 3-m
long wire 21 cm above the ground plane (Fig. 5); at
one end was a 5(M2 load. We first measured the
voltage induced across the Ioad when we generated
a current pulse at the other end of the wire. We then
installed a 2 l-cm-diam reflecting plate about 1.7 m
from the load end and again measured the induced
voltage across the load. Figure 6 shows the time
histories of the measured voltage pulses. From the
voltage waveshapes, we deduced that the introduc-
tion of the plate reduced the energy delivered to the
load by a factor of 2.3,

3

5
n-
->

Y

FIG. 3. Typicai saesor-output probability distrihu-

Y

FIG. 4. Effect of introduchg a ciutter factor (C).
This factor reduces the uncertainty of the data o&
tained when a facility is subjected to EM stimuli.
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Figure 7 shows the ratio of induced voltage
(with: without the plate) as a function of frequency.
The peak voltage was reduced by a factor of three;
furthermore, the plate appeared to act as a filter for
rejection of frequencies between 0.3 and 1.1 GHz,
attenuating them by a factor of two,

Equipment-Rack Gswunding Practices

This experiment evaluated the degree of protec-
tion from conduction currents obtained by the
grounding of equipment racks. To simulate racks,

FIG. 5. Model of the situation in which penetrating
cables are bonded to entrance panel plates

2.0 I

\~ W ithout plate

v-1 1 ‘1= With plate
I 1,
:

-o.50~

Time – ns

we constructed model racks (8 by 19 by 30 cm) from

copper screen, and to simulate incoming cables, we
used metal wires 20 cm above the floor to connect
the racks to an impulse generator (Fig. 8). Current
was measured at the grounding connection to the
racks.

We studied three grounding configurations:

Case 1. No grounding racks were insulated
from the ground.

Case 2. Low resistance grounding; racks
were connected to grounding plane using wires.

Case 3. High resistance grounding; racks
were connected to grounding plane through a 1OO-Q
resistor.

We observed no appreciable differences in the

peak amplitudes or damping constants of the
responses for the three grounding configurations.
Figure 9 shows the response for Case 1. The

capacitive coupling between the racks and ground
was sufficiently large that the resistive load in Case
3 did not act as an efficient energy absorber.

Coupfing t%omCurrent-Carrying Cables
to Adjacent Cables

This scale model studied coupling between in-
trasystem cables and nearby conductors that carry
large amounts of current to sensitive components.

FIG. 6. Time histories of voltage pulses across 5M
load measmed with and without the entrance panel
plate in the model shown in Fig. 5.

‘5
0.-
G’
K

1.5

1.0

0.5

0
)

I
I 0.5 1.0 1.5

Frequency – GHz

FIG. 7. Ratio of induced voltage (with:witbout
plate) across 504 load as a fimction of frequency;
data were taken from the model shown in Fig. 5.
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This coupling represents one of the major paths for
energy flow from these conductors.

In evaluating this type of coupling, we were in-
terested in both peak amplitudes and frequency
content. We designed two experiments. In each ex-
periment, we generated the current pulse shown in

Fig. 10 in a relatively long wire (Cl) mounted 30 cm
above the ground.

In Case 1, we positioned a 35-cm-long wire (CJ
parallel to and 10 cm away from Cl and at the same
height above ground; C2 was grounded at one end
and terminated with a 50-$2 resistor at the other.
The effective coupling length between Cl and C2
was thus 35 cm. In Case 2, we positioned racks un-

der the driven cable as shown in Fig. 11. Figures 12
and 13 show the current that existed in the load
resistance of C2 before and after the racks were put
in place, respectively,

We observed that the racks reduced the cou-
pling between the wires by one-half. We also found
that the induced current in C2 exhibited oscillations
not present in the driver current and that the width

of a burst of these oscillations exceeded the dnver-
pulse width. Observation of the oscillatory nature

and frequency of these induced signals indicated
that capacitance effects appreciably coupled inter-
mediate frequency components but that circuit in-
ductance limited the efficient coupling of high-

Use of Racks on Cable Currents

This experiment evaluated the effects of racks
on currents induced in cables. We positioned a wire
between two racks to simulate cables running in
cable trays. We then added one to seven racks in dif-
ferent positions and, using a current probe,

1.0

0.5
g
b
5v
a> 0.-
%
=
K

-0.5

-1.0
0 50 100

Time – ns

FIG. 9. Current reaponseafor groundhg eonf@ra-
tion of Case 1; data were taken from the model shown
m Fig. 8.

frequency components.

I
Paper

insulators
(slJPPons) % ‘ireb “

Copper
screen

~///

/
boxes J

FIG. 8. Model of different configurations of incom-
ing intraaite cablea aod equipment racks.

2.0

1.0

0

-1.0 ~
o

Time - ns

D

FIG. 10. Current pulse on current-carrying conduc-
tor.
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measured the current induced in the wire as the ap-

paratus was illuminated with an EMP of 1 kV/m
peak amplitude, 100 ps rise time, and 300 ps pulse
width.

Figure 14 shows the experimental arrangement
in which seven additional racks were used, and Fig.
15 shows the measured response for this set-up. We
were surprised to observe only slight changes in
peak amplitudes, frequency content, and damping
constraints for all the different numbers of racks
and ~nfigurations; we had expected that using

more racks would decrease the induced current.

rWire C2
1nsulation=

H//’%
“+?’?&l

A%z%fIJ
R

~Lwirec

FIG. 11. Model to study coupling between cabka
and IWWbylWUklCtO13.

I I

0.2 –

0.1-

0

-0.1–

-0.2 –

0 10 20

Time – ns

FIG. 12. Induced eument in nearby cable without
racks (Case 1).

Effects of Reinforcing Bars (Rebars)

In this simple model experiment we studied the
effects of the vertical rebars used in communication
facilities to reduce interior field amplitudes and
energies. We placed small 30-cm-long metal rods
around a 30 by 40-cm area at 5 cm intervals so that
they did not touch the ground plane (Fig. 16). We il-
luminated the set-up with an incident vertically

polarized plane wave (1kV/m peak amplitude, 100
ps rise time, and 300 ps pulse width) and measured
the induced E and H fields with B and D sensors,
respectively. Figures 17 and 18 show the measured
fields before and after the rebar structure was in-

troduced. We observed that introduction of the
rebar structure reduced the peak amplitude of the E
and H fields by nearly half. However, the rebar
structures are good collectors of energy and main-

tain the internal oscillatory fields over a long period
of time. A preliminary calculation showed that the
total energies delivered to 5M loads were about the
same with and without the rebar structure-an in-

teresting and unsuspected result.

FULL-SCALE FACILITY TESTING

There are three test levels for evaluating the ef-
fectiveness of protection and hardening programs:
full-scale full-threat (FSFT), specialized full scale
[less than FSFT or direct injection at specific points

of entry (POE)],and scale model tests. Although a

0.2

0.1

0

-0.1

-0.2 I I
10 20

Time – ns

FIG. 13. Induced current h nearby cabk with racks
(case2).
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FSFT test would be appropriate to evaluate an
equipped communication facility of reasonable size,
it would be very costly and would be used only as a
validation exercise at some late point in the harden-
ing program. Furthermore, a FSFT test would not
contribute much to the development of engineering
practices. Scale model tests have proven more useful
in this respect, and we discussed the benefits and
limitations of such scale model tests in an earlier
section.

The alternative to FSFT testing is a program of
specialized full-scale tests that combines analytical
modeling with scaled-down tests. Such tests are per-

formed on a full-scale object, e.g., a “typical” com-
munications facility. This multi-experiment

developmental facility represents structures enclos-
ing communications equipment and is constructed
to incorporate different EMP protection practices.
Although a full complement of communication
equipment is not necessarily required, the layout,
distribution, and termination of cables mimics that
used in the real world, and most, if not all, of the
main power system is included.

Testing is performed using an EMP simulator,
direct injection, and other tests specifically designed
to gather engineering design information. For ex-
ample, because the technical features of external
coupling of EMP to the simpler geometrical con-
figurations are reasonably well understood, the
nature of the EMP-induced signals are also predict-
able for worst-case sit uations. Therefore, the effec-

Wire

v-
[ Ground plane

tiveness of hardening measures incorporated in the
experimental facility can be tested by directly in-
jecting the EMP signal at each penetrating element
and measuring the indirect -coupling to circuits or
equipment inside. The results are then used to
validate predictions made using scale models.

1.0

0,5

0

-0.5

-1.c I
10 20

Time – ns

FIG. 15. Induced response M cable for the ex-
perimental arrangement m Fig. 14.

r Wires

— — plane–

FIG. 14. Model to evaluate effects of racks on
currents induced in cables. In this case, the experi-

FIG. 16. Model to study effects of the vertical
rebars used to reduce internal fwld smplitmiea and

ment included seven addWlonalracks. energies.
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APPLICATION OF DECISION THEORY
TO COMMUNICATION CENTER HARDENING METHODOLOGY

We describe here a methodology for selecting

optimum sets of practices to harden communication
facilities against EMP. We developed this approach
using Decision Theory, %12 a discipline that
evaluates alternative actions systematically and
allows a choice of actions that maximize a desired
benefit.

Utility is one basis for selection. Utility assess-
ment (the process of weighing the pros and cons of a
prospective course of action) includes the following
steps:

. Identify the organization that issues the
standards.

. Identify the decision objectives to be
achieved. In this case, an appropriate goal is
“proper” operation of a communication facility in a
nuclear EMP environment.

. identify a set of alternatives.

. Identify a set of attributes or preference
measures. These attributes determine the degree to

11



which alternative courses of action meet the objec-

tives by indicating the consequences of these ac-
tions. Because some consequences are desirable and
others are not, these multidimensional measures
help make a selection possible when trade-off ques-
tions arise. In our case, for example, attributes in-
clude the survivability of the system and the cost of
the protection.

. Establish a preference for certain conse-

quences. This ordering is usually achieved by use of
a utility function with each consequence.

. Develop operation measures for each at-
tribute. For example, for survivability (s), this may
be O < s < 100’%;for cost (c), O< c < $1OM; etc.

● Choose an assessment technique for the
utility or benefit of each attribute. This step con-
verts the physical measure into a utility measure,
e.g., functions such as u~(s), UC(C),etc. (see below),

and uses a scale of 0-100.
. Choose an assessment model. For example,

we use an additive model in which u ~= w~ us(s) +
wcuJc) . . . WXUX(X),where Ut is the total utility and
WXis the weight attributed to each utility factor. The
most important attribute (e.g., survivability) is
given the largest weight, etc. If survivability is the
only attribute, w~ = 1 and all WX= Q this is a sim-
ple problem, assuming that us(s) increases
monotonically with s. A system designer must
usually also consider budgetary and other con-
straints in nearly alI situations, however.

. Maximize the total utility.
Absolute determination of survivability causes

difficulties in evaluating the impact of implementa-
tion of a given practice. This impact may be
described in terms of a probability-density distribu-
tion of survivability outcomes. The uncertainty
arises from several sources:

The uncertainty of the state of the system; com-
munication facilities are highly complex and not
easily modeled in electrical terms.

The uncertainty of the analysis.
The uncertainty of the degree to which the

practice has been implemented. Any practice is sub
ject to interpretation by technical personnel who
perform the work, and the system design may not
correspond completely to that used in the field.
Physical and spatial restrictions may also prevent
1009i0implementation. Implementation uncertain-
ties for simple practices (e.g., shielding all intrasite
cables) is small, but more complex practices (e.g.,
locating internal signal cables at least 3 m from

penetration cables whenever possible) lead to some
interpretation by production or installation person-
nel.

Given a type of facility and the communication
equipment it houses, the system designer is faced
with determining the best combination of 1) EMP

protection for the facility itself and 2) equipment
that can be protected to a specified level within cost
restrictions. Each facility may require a different
combination from the set of optimal practices.

Decision Theory provides a structured and
systematic approach for selecting the optimal set of
practices and helps the system designer to avoid the
pitfalls of other assessment programs. It identifies

those areas that require further technical work; in
cases in which such technical gaps have minimal im-
pact on the final protection goals, Decision Theory
indicates that further technical work is not
necessary. Using a systematic method to evaluate
the dependence and sensitivity of the ultimate out-
come of assumptions, initial conditions, and predic-
tions on protection practices also simplifies the task
of determining the minimum accuracy required of
these factors. Because the literature on Decision
Theory adequately describes several procedures for
assessing utility functions,9-11 we do not discuss
them here. Determination of the importance
weights, which addresses the important issue of at-

tribute weighting, is also sufficiently covered in the
Iiterat ure.

To illustrate the evaluation procedure, we con-
sider an evaluation involving two attributes: sur-
vivability (s) and cost (c). In this c,ontext, c includes
implementation, maintenance, and projected costs.
We can total these projected outlays by use of the
net present value of future monetary outlays:

t
c=

x
Atct ,

t=cl

where Ct represents the net flow (in dollars) after t

years and A is an appropriate discount factor that
weights future outlays of money.

Figure 19a shows an example of the depen-
dence of the survivability utility function, Ul(s), on
survivability (s), By definition, the utility ofs = Ois
O and that ofs = 1 is 100. According to this exam-

ple, if s <0.4, the survivability value is low, which
indicates that introducing this level of protection
provides insignificant utility. Above 0.4, the sur-
vivabilityy value increases rapidly with increasing s
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I until the point of diminishing returns is reached at

(a) s = 0.8 where the utility curve levels off.

Figure 19b shows an example of the depen-
dence of the cost utility function, Ul(c), on cost (c).
The cost ranges from Oto 6, where Fis the budgetary
limit imposed on the hardening program. We
assumed that Ul(c) decreased monotonically as c in-
creased. In this work, we arbitrarily assigned a
weight of 0.6 to Ul(s) and 0.4 to U2(C).

One possible set of objectives for this simplified
0.5 1 exercise could be to maximize survivability and

Su~ivability (s)
(weight = 0.6)

(b)

o

cost(c)
(weight = 0.4)

minimize cost. Once s and c have been determined,
the total utility function (uJ is cakulated from the
relation

q(s,c) = 0.6uI(s) + 0.4 U2(C) , (1)

where u,, u,, and U2are scaled from Oto 100.

For simplicity, we assume that the system
designer can choose between only two sets of prac-
tices, pl and p2; pl and p2 need not be mutually ex-
clusive and may share certain individual protection
practices. The outcome of each choice is denoted by
(Sl,Cl) for p} and (S2,CJ for P2

Because a degree of predictive uncertainty ex-
ists at the time the decision is made, however, these
uncertainties are always treated explicitly in deci-
sion analysis. To describe the possible outcome of

FIG. 19. (a) Dependence of the livability utility each set of practices, we determine a probability dis-

fimetion, III(S), on survivability (s). (b) Dependence tribution function, P, that indicates which practices

of the cost utility function, uj(c), on cost [c). (s,c) may occur and the probability of their oc-
curence.
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FIG. 20. Simple decision matysis model for selectkm of optimum
hardening p~dkl%
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TABLE 1. Survivabilitics and probabilities for
two sets of protection practkes.

W of cost,
practices SM survivability(s) Prob8billty(P)

PI 0.5 0.60 0.10
O.le O.ao
0.75 0.)0

P2 0.7 0.75 0.15
0.$5 0.70
0.95 0.15

Table 1 lists the outcomes and probabilities for
the two sets of practices when the respective costs
are fixed. According to these data, the set pi is less
expensive and has less uncertainty associated with
it; p2 is more expensive and less certain, but it
predicts a greater degree of survivability. Figure 20
shows a simple decision analysis model for deter-
mining Utand lists ~ values calculated using Eq. (l).
Table 2 lists a set of hypothetical utilities calculated
using the values of s and c in Fig. 19.

The expected utility, E(UJ, for each set of prac-
tices is calculated by summing the products of each
utility and its associated probability for each out-
come

TABLE 2. Survivability and cost utilities for two
sets of protection practices.

Parameter Utifity

cost
0.50 50
0.70 30

Srirvhbility
0.60 50
0.70 65
0.75 73
0.85 85
o.% 95

where Pi are the associated probabilities. For prac-
tices pi, E(UJ = 55.7 and for practices p2,
E(Ut) = 51.8. On this basis, the expected utility of

PI (with a lower survivability factor) is greater than
that of p2, and we would, therefore, select pl.
Although p2 provides a higher survivability factor,
its greater cost and high uncertainty make it the less
desirable option.

SUMMARY

We have discussed an approach to the problem
of designing effective protection practices of har-
dening communication facilities against nuclear
EMP that do not interfere unduly with normal
operations. Our goal is to develop a set of minimum
requirements for hardening communication centers.
Although we emphasize the use of EMP protection
practices for the facility, we complement this ap-
proach by selecting equipment that meet minimum
EMP-tolerance requirements.

Our approach consists of five steps:
. Determine and evaluate a minimum set of

practices.

● Evaluate those practices recommended for

EMP protection.

● Analyze costs of selected practices.

. Develop test requirements and test plans
for a full-scale development facility.

● Incorporate the set of EMP practices into
the EMC plan.

Although we have discussed the ingredients of

each step of the approach technically, detailed
procedures must be developed before these EMP
practices can be applied to a specific facility
problem.
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