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DECLAIMER

This document was prepared as an account of work sponsored by an agency of
the United States Government. Neither the United States Government nor the
University of California nor any of their employees, makes any warranty, express
or implied, or assumes any legal liability or responsibility for the accuracy,
completeness, or wehdness of any information, apparatus, product, or process
disclosed, or represents that its use would not infringe privately owned rights.
Reference herein to any specific commercial product, process, or service by trade
name, trademark, manufacturer, or otherwise, does not necessarily constitute or
imply its endorsement, recommendation, or favoring by the United States
Government or the University of California. The views and opinions of authors
expressed herein do not necessarily state m reflect those of the United States
Government or the University of California, and shall not be used for advertising
or product endorsement purposes.
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Abstract

We describea methodologyfor obtainingprubsbilistic risk estimates of
deliberate urmuthurized acts, integrating estimates of frequencies of
serious plots, pmbabltitiea of avoiding detection and imerdlction,
pmbsb~kies of successful sction, and cmrsequences of the act. This
mellmdologyallowsus to comparethe risks of &liberste ects with those
of scci&nts and to identify the most cust-effective risk reduction
measureathroughrest-benefit snslysia.

1 Introduction

Qusnritstive prubabifiitic safely assessments in tie chemieal end pemoleum
industries, in nuckar power and nuclear weapcma,and in the health sciences,
awircmmentalprotection,wsste management,aeroqmcc,snd transportationdate tu
the 1970s.Extensivedstsbsaeaof accidentWXariOa,Iikdibooda,Corrsequeacta,Srrd
cost-bewefitestimates for risk reduction have been developed. Thus quantitative
p’ubsbmtic safetyassessmentof public risk is relativelymature.

Nuclearsecm”tysssmsrnemis rdsurelativelyadvanced.The U.S. departmentsof
Energyand Defensehave pcdkies and smndsrdsfor site security.Each she prepares
security plans, Csrriesout Self—sssessmerrts, and undergoes inspections m ensure
COmPbCC. vtiim k eatimsted tbmugh force-on-force(RX) exexciseausing
Multiple Integrated M Engagement System (MILES) quiprnemt, wdrrersbtity
and confliatsimulation,snd expsrt jrrdgnmm

In most such secudty s.wssments, however, otdy conditional pmbabfities for
defcadng a security artsck are obtained. Estimates of pubIicrisk are not obtsinext,
becausethe frequencyof attsck is net eslimatedbut is w to unity.

Qusntitication of secutity risk is requiredif oversll publii risk (comprMng both
safety and security risks) is to be reduced. Moreover, quantification”makes it
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~sible tu rankrisk-reductionoptions usingcost-benefitcalculations. Cests include
R&D to establish technical feasibility, implementation costs, and impacts on
OWti~ -W safety. Barctits generallyresult fi’omavoided“incident costs”—
the productof tbe crwt$and fifetimepmbsbifityof an incidcnLCombination of Urst-
bcnefit analysis with decision suslysis SI1OWSthe optimization of public surety
(safetyand security)with limitedrcseumea(funds,psrsotmel,MC.).

We havedsvelopeda methodologythatyiekisen overallpmbshlistk ea!imsteof
the risk to the pubfii kern terrorist capture of a U.S. nuclear weapon. We believe
that the mcthedology is readily applicable tu quantitative security assessments for
Othm&lbCm@acLS,such as theft of f~sile material.

2 Methodology

Figure 1 ou~mes the methodology.Given a threat ssscasmcnt.one eadmates attack
Iiiefibuuds arrd interdiction probabilities, cbsrscterizes the attack site, conducts
conflictsimulation,and quantities the con.wquc.ncesof a swxeasfulattack.

I@re 1. Probabiiitic Security R~k AssessmentMethodology.

We calctdatc the risk R of a defibcrate unauthorized act as a product of
ffcquemciesend condithad pdtalifitics

R = FoPM~, (1)

where
FO= frequencyof aerims attempts to camyout the au (also caffed tfrefrequency

of human irrtem).Ftwtorainfluacing Fo irtclade tbe goafaof the adveties. the
risks they undergovs the vahre”ofthe act to them, and the difficultyof acquiringthe
~~to~outtiewt

J’M= Crmdidmralprobddtity of avoiditrgdetection,prevention,and irrterdkxion,
frum the rime of decision, through obtairdmgapprovals and mom, acquiring
W- and equipmat, aurveilfingthe site, and as.wmblingthe team at the site m
Carrycuttbeam

m= Md pmbsbtity of successin csrryiag Uutthe acL

C= Corrsquenwa of a successfulact..



F@nre2 gives a simple overview of tfreterrorist smrmrio snd risk conrpufsfion
for the case of attempted possession and detonation of a nucksr wrapon.
Frequencies snd probabilities sre indicated in the figure ss terrorist attempfs
pmqrsgsfc20only one of scverrdofrtmmcs, some leerhngto sum.ms,smre to fsilure.
Temnriststtmrpts begin with serious plots at frequencyFtJ if them is nn PIot, thm
is no following tbreaLIf a pint occurs, either it is interdicted before an a.ssmdt is

Ismrchedon a site containinga weapon, in whichcase there sre nn sdverse effects,
or it is not interdictedbefore.the attack, wifbprcbsbiiity PAI.
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Figure 2. Terrorist scenario for attempted theft and detonation of a nuclear
weapon, showing principal frequencies and probaWllities used in risk
cnmputstion.

Once the attack starts, the terrorists may fail to gsin posa-essionof a nuclear
w2WOn.in wfdchcase no detonationemnes. Cnnvasely, them is a prnbabiity PGA
thatffteygainpossessionof a weapm.

llre temorisfsnow have pesse.ssionand either attempt to arm snd demrrste the
WCSPWon-site with probability PA I or fail with the result that no nuclear
efe&madonoccurs (sfthoughnon-nucleardetmrstion,with fissile msteriaf dispemd
is Possible). The second pstbway is tfmt the attackers remove the weapon off-site
and attempt to arm arrd detonate it at soother location, whb a prokqbiity PM.
Agafn, if the attwkersfsil, no nuclear detmradm ocau’a. In ffdsexample thin. *
frwtorPT in Eq. (1) is givenby PGAPA1or PGAPAZ

‘llre mnsequemcesin this exsmple would reauftfrom nuclrar delormfionnr f~e
maferid dispersal,snd wmdd vsry strongly dcpcrrdingon locafrenditions.



3 Computations

3.1 Frequencies of Serious Plots

To estimate fiequcncics of humsn intent, one should use director (if ncceswry)
surrogste data If no relevsm dsts exists, exprmjudgmentmust be elicited. In my
case.,the frequencyof human intent is liiely m be the most unceztsinelement in a
risk as.%swnrmL

For a LLNLcase studyof sttempecrftheft snd detonationnf a nuclear weqxm, m
rclevmt dsts existed, w we esrimsted pier frcquenci~sby eliciting expert judgment
from the nucksr counter-terrorism community. The resulting probability
disoibution spsnrreda widersnge.

3.2 Likelihoods of Avoiding Preemption

Sidsrly, the Iikeliiccds of adversaries avoidingdetection rmdpreemption can be
obtainedfrem lsw enforcementand coun@terrnriamdam [1,21 sdor by elicitsdon
of expat judgment. Smne agencies mlkct dsrs on attempts thst were derexscl snd
-PM m OPW.Wdm those that were sucmsaful,so tldi estimateshould be much
leas rmcertsin ebsn vsfucs for plot frequencies. In our cssc study, we used both
~~jud~at snd FBI SrSdStiCS[21.

3.3 Probabilities of Successful Theft or Attack

L*elibncds of successful theft or atrsck can k estimsted using vulnersb~ley
assessments. The U.S: Departmentof Energy us ASSESS (Arrslydc System snd
Softwsm for EvsIustbrg Ssfegusrds snd .%ctrrity)B] ad .$E~ (SWU@EWCiSC
EvalrmticmSyarern)[4] for tfdspurpose.

ASSESS develops an adversary sequence dmgram or a critical-path
representation of a facility. Msny scensrins (paths, ssfegusrd components,
prccedmes) and both insider snd outsider threats can b mnrfded. The medel
calcufatma risk bad on the pmbsb~ltiea of brremuptionstrd neutdisstion of the
sdvea’smics.ASSESSis fsst snd pnwerfuf,but its neutmlizstionmndel is simple srrd
dca nnt includecnnflict sinudstion. Fer mntliit sitrudstion,we use SEES.

lk SEES conflict airmdstion is high-resolution, item-level, mufti-sided, event-
drivm, tmd interactive tie location of each soldier is cdculsted, given the posture
and movementordersspecifiedby the operator(s).Lines of sight amf.strwdfsnns fn
(and sasocisted bitr rmd kills) sre cslculstrd automaticsUy. Delays crm be
~~med fnr phyaiml security features such as Lwrrns,fences, and lncks. A
completeFOF simulationinvnlving sewed tens of combatantscm bs sinudsted by
ss few as twn operators.

WurtamitfrAFS snd Ellaworrh AFE have repx’ted gocd agreement bcween
SEES simufatiorrsand acturd FOF exercises. SEES can be used to pre-smen
swnsrios for sctusl FOF exercises, snd it offers mom reliible stsdstics tfmn
brdividuafK)F axercisea.



We have used LLNL’s SEES conflict simulation re mndel the outcomm of
temwist attacks on srr example weapeos stursge site. We mudeled two scemuiox
ca-site ermingof a weapnn,end theft of a weaputrfmm the site.

We developed a representation of the storage site (1OCS1topography, msds,
fences, gates, csmems, intrusion sensors, stmage bunkers, towers, and other
buildings). Then we specified force structures (ermament, vehicIes, snd
communications). We divided the defenders intn roving PSUOIS,quick-response
forces in stomge-sreabuildings, mrdsecurity-respenseforcesoff site. The attackers
~M the siteon fnnt end in a truck if my survived,they left the site by ouck,
and, if theyremoveda weapxt fmm a bmrker,by helicoper.

Since SEES is event-driven, we could collect a vsriety of $stistics, including
dmelincs for the engsgcment, sbnts fired, hits, misses, end kills, and at!ecking nr
defending fome levels. Thus we cmdd explnre the influence of force structure,
dnctie, and tacticson force drawdown over time, defenderend attacker success
pmbabiliies, snd the durationof atteckerccmtectwith a weapcn.

4 Consequences

queuces can be expressed in msny ways. ‘fireconsequencesof the theft and
dctonstinn of a nuclear weapun depend smonglyon the details of the dotunstion
mode, lucatiun, population density, and weather conditions ~d may vw ~m-
trivisl effexs to hundredsof tboussnds of fatalities.

These effects (propertydaorsge, contamination,health effects, end fatalitica)can
be estimated by regional trarrspxt, diffusinrr, arrd fafIout codes that contain
appmpdate biolngicafmudcls. Exiiting models include the tmnspmt and diffusiin
codes MATHEWL4DPIC[51,which allow for terrain dcprardence,end - [61
and KDFOC3 [71for fsllout cumputstions. Corrsequenws may be exprmsed by
meuics such ss contsminared land sress or fatalities, or they can be cunverted tn
monetarytemrsby suitablecost analysis [8].

5 Conclusion

We Irsvedescribeda metbudologyfor combting catimsteaof frequenciesof *uS
plots, pmbatdlitieaof avoiding deteetion and interdiction, likelihoods of successful
the~ and COWP4plMlCeSIldySiSto ~ OutpldMbiitiC r’i.$k@iIuStCSOfddiklk
urrsutfrcrisedacts. ‘Ilrusrisks to the publii can be aasmscd sud compared with risks
of high-ccmaequcnc-eaccidents. Methodologies, codas, and some dstabsam sm
available+althoughmorework is needed.

Corrtlct simulation using high-fidelity combat models such as SEES can
ft@igbt PM site securityproblems and solutions, includingsltemadve tacdcs
by securityfn?rmnnelsrrdsitemradvcpmtwtive fcaou’casrrdequipment.

Fiiy, the assessmentprccess in itself provides a number of valuable insighu
irrtutie tfrrcat,vubrembikies, rmdthe mwe ~t-eff~~ ~ *ction m~~.

.
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