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Abstract

spends approximately one quarter of its billion dollar
per year budget on computer, communications,

and

information activities. While many of these am®rld-

As enterprises become increasingly informatiased,
making improvements in their informatiaativities is a

class, improvements can provide strategitvantages,
increase effectiveness, and reduce costs.

top priority to assure their continuing competitiveness. A A key to achieving these improvements is
key to achieving these improvements is developing agjeveloping an Enterprise InformatiorArchitecture
Enterprise Information Architecture (EIA). An EIA can be (EJA). An EIA provides the framework fgplanning and

viewed as a structured set of multidimensionalimplementing a rich,

interrelated elementsthat support all information

standards-baseddigital

information infrastructure with well-integrateslervices

processes. The current ad hoc ElAs in place within manyand activities. Such an architecture, based on a shared
enterprises can not meet their future needs because of gision and principles, can help foster:

lack of a coherent framework, incompatibilities, missing
elements, fevand poorly understood standardsineven
quality and unnecessary duplications.

Thispaper discusses thEIA developed atLawrence
Livermore National Laboratory as a case study, for
other information baseenterprises, particularlythose
with decentralized and autonomous organization
structures and cultures. While the architecture is
important, the process by which it is developed and
sustained over time is equally important. Tipaper
outlines the motivation for aBIA and discusses each of
the interacting elements identified. diso presents an
organizational structureand processesfor building a
sustainable EIA activity.

1. Introduction

Lawrence Livermore National Laboratory (LLNL) is
an applied sciencéaboratory whose primary missions
are in national security, energy and environment, and
bioscience and healthcare. Each of these involves
many sub areas of, interrelated science and technology.
These activities and the business processesstigiort
them depend centrally on the use, creation, sharing and
exchange ofinformation. It is estimated thatLLNL

Easier information sharing and exchange
Improved security and privacy

Easier and faster building of information
services tailored to particular business or
programmatic needs rather than having to
create part or all of the infrastructure and
services from scratch

Lower costsfor system support, training, and
deployment

Increasingly effective matrix organization
structure because of the common informative
services, resources, and tools widely
understood

Faster and more effective responseekisting
and new customer requirements throudlese
common services, resources, and tools

Easier sharing with collaborators outside the
Laboratory through wider use of industry
standards

Easier incorporation of outside vendors within

chains of needed capabilities Better
integration with the rest of the DOEomplex,
academic community, and industry



e Lower overall institution-wide EIA-related Developing anEIA is widely recognized as an
costs. important activity and numerous papers and other
Cook [1] points out that a prime purpose of B is material have been published pmint or on theWeb.
as a framework to develop standards anidat The few we found most useful are listed in _the
resistance to developing and implementing A and ~ 'éférences. A commonly recommended approach is to
its associated standards is to be expec®ecause start by examining the enterprise’s busingsecesses

LLNL is a diversedecentralized organizatiomith a  @nd information assets. In this approach afevelops
long history of autonomy among itsmajor an EIA by firstcreating common enterprise business

organizational elements, the approach goccessful ~and data models [1, 26]. After searchingfor and
EIA acceptance must: (1) provide an easy to
understand representation of both the architecture an@P .
its requirements and (2) involve involvemefiom & More productive approach would be to take the
across the laboratory from start to finish. #mportant ~ @PProach described in this paper. As a result our
contribution of this work is in meeting thesibjectives. ~ contributions are threefold toward developing an EIA
When examining the currerad hoc EIA the Chief for a diverse decentralized organization, developing:

Information Officer (CIO) recognized that themere (1) @ concise representation of its requirements, (2)
several challenges to overcome: identifying key elements and a concis&onic

) i representation of their relationships, and (3) an
* There is no overall group or process looking at grganization structure and process that engages the

an EIA enterprise as a whole. It is these that are the focus of
* There are few standards this paper. More detail can be found in [4].

and depth of knowledge and skills on which an in place interrelated sets of technology and standards
EIA depends that form the information infrastructure of an enterprise.

An infrastructure fordigital computing and information
. - has been evolving sinceLNL was founded. Thisad
than our ability to bring new products and poc gigital infrastructure consists of computing
services to the workplace. resources, enterprise-wide  networking(including
To develop the bas&IA an Enterprise Information Internet connectivity), growing technology for Web use
Architecture Committee (IAC),with representation and information repository, e-mail, calendaring and
from all major organizations, was established by thescheduling, computer security practices, desktop
CIlO, under the author’'s chairmanship, with four goals: computing tools, technology to manipulatéarge

1. Develop anEIA model based on a shared vision amounts of online data, business and sciensfistem
and principles that can serve as the framework fordevelopment matrix organizations, and more. What is

EIA planning and standards setting. missing is an agreed general model of ttesired
) , infrastructure and a process to put this in place and
2. Describe (a) theeurrent state of thd.aboratory’s  gssyre its coherent and timely evolution.

ad hocEIA, (b) the desired futur&lA that meets
the vision and principles, and (c) the daptween
them.

« Changes in digital technology occur faster

Like Zachman[6], we were strongly influenced in
thinking about what constitutes d&flA by the analogy
o ) ) with building architecture. We are all familiar with the
3. Recommend activities that can begin closing theygse of the term architecture for the layout and design of
gap. a building. A building architecture is the representation
4. Recommend arEIA stewardship organization and of the relationship of all basic componentsetements
process that implements the model, sustains itsof a building such as rooms, hallways, windows, doors,
evolution across decadesand involves the walls, facades, electrical, heating/@ionditioning and
Labwide community. plumbing systems, decorativelements, and séorth.
The architect uses various types of diagrams, drawings,
documents and other artifacts techematically
represent the structured relationship of all a building’s
1.1. The LLNL View of an Enterprise components for its various stakeholders. An
Information Architecture architecture must satisfy a set of functional
requirements. In the same sense, we define the phrase
Enterprise Information Architecture as a structured set
of interrelated elements thatupport all information



processes meeting a set of requirements and the
representations, documents and otheartifacts
necessary to make it possible to reach agreement on
needed standards and implement augbport it over
time. Our primechallenge was to develop @ncise
requirements statement and identify the key EIA
elements and their relationships. In the sectitmest
follow, we discuss the elements of an EIA. @urrent
state and the gap between it and the desired state for
each element are discussed in [4].

1.2. The Enterprise Information Architecture
Requirements Represented as Vision, Principle
and Strategic Objective Statements

Any EIA must meet a set of requirements. Our
approach was to collect an extensive set of
requirements fromall the Laboratory’sorganizations
and then boil them down intaconcise, easy to
communicate and understaridrms we called vision,
principle and strategic objective statements. They are
discussed in more detail if4]. We cannot over
emphasize the importance they have played in
focusing our attention and getting widespread
agreement on the EIA framework developed. Several of
these represent significant shiftem currentpractice.
Much work must be done to get from our currstdate
to an EIA that supports these statements.

All information assets will be integrated when
appropriate.

There will be only one official sourcer each
asset.

Information capture and validation will be
done at its source.

The information assets shall beeadily
accessibleand available to the ultimate point
of use.

Dissemination, access anger self-service is
supportedfor scholarly, scientific, engineering
and business information.

The safekeeping, storage, retrieval and
preservation of our informationassets are
paramount.

The extension of information services to the
enterprise user’s desktop supports the needs of
all LLNL staff.

The extension of information services to all
our external customers and partnersiésired,
where appropriate.

The continual planning, improvement, and
innovation for reliability, availability,
serviceability and performance of the
information utility is supported institutionally.

1.3. EIA Standards Philosophy

1.2.1. Vision StatementEasy access to the right
information, for the right people, at the right time, in
the right place, and at the right cost.

Before describing the elements of an EIA, it is useful
to say a few words about the philosophy sténdards
developed. While there was general agreement on the

value of standards, there was still concern about having

1.2.2. Principles StatementsThe seven EIA
Principles are:

1. Information is an institutional asset

2. The EIA is the preferred frameworkor doing
business at the Laboratory

unnecessary standards imposed on organizations.
Therefore, the followingstatement was developed to
guide the standard’s process.

The Laboratory should set &ilA product, protocol,
process, service or other standattrough the EIA
stewardship and standardization process outlined in this

3. LLNL-wide access tanformation is the rule, not paper whenever:

the exception
4. The EIA supports ease of use

5. Ownership and stewardship are well defirfedall
information

6. Information is safeguarded on a risk-defined basis

7. The Enterprise Information Architecture is an
evolving framework.

1.2.3. Strategic Objective Statements.From the
Principles, we derived EIA Strategic Objectives:

Standardization unequivocally
supports/promotes the vision, principle and
strategic objective statements

It supports sharing and interoperability

A significant/measurable cost savings over
current practices can be attained

An organization is identified as the standard’s
steward



e An organization is identified and appropriately needed tcsupport theEIA. Until the IAC reached this

funded to provide itsimplementation and representation, it was difficult to get agreement on both

operational support (e.g. hardware, software,what anEIA consisted of and where to foctigrther
site licenses, training, system administration, work.

documentation etc.) The many interacting facets represented by the

« Shared expertise is important. pyramid faces, base, and interior are all essential.

Standards are not a rulebook, handed down from on
high by some autonomougentralized Information

Systems authority. Rather, standards are an informes W,

set of decisions, mutually arrived at, thatrongly /‘\J“/‘
influence information systems practices at LLNL to the & /g w0 o
mutual benefit of all. With the exception of security, it @:}033";&»'3 »

; ; : doigd | 3

is expected that occasionally, on a case-by-dzsss, X ‘o{ (R, 000002
different programs and projects may do things in a A U Rt L

manner that is in some sense outside of the EIA
Standards. These decisions should be baseéxphcit
business considerations that weigh thenmediate
needs and/or customer requirements of theject
against the institutional support and synergy tative
from using the standards.

Other 4

2. Overview of an Enterprise Information

Architecture Figure 1 (a) . Interrelationships of EIA elements:
Applications and Layers comprise two faces with
2.1. Pyramid Representation EIA Stewardship and Support as the base on

which the pyramid rests.

As the work of the IAQoroceeded, it was critical to
identify the key architectural elements and understand2
their relationship to each other. It was also important 10 'NL's EIA that build on eachother. Each of the
represent them in a way that thé NL management '
and staff could easily understand. Frornthis
representation we could break up int@rking groups
to develop the current state, desifeture state, gap,
and recommendationfor each elementOur approach
worked very well as both @ommunication tool and
representation of important sets of relationships. Th
EIA is viewed as a structured set anterrelated
elements, represented as a pyramid, thapport all
information processes. The pyramid washosen
because four faces seemed as many as coukhbidy
grasped, it allowed the main elements to be
represented, the shape helped emphasizepithjected
relationships among the faces and layers, and it
emphasized the importance of the stewardship
activities in the base. As the architecture flieshed
out, detailed requirements are being develofiedhe
various elements. A next level example is showrign
2 for information management. Representing the
elements in this way provides a high-leiehmework
for: (1) talking about theEIA and visualizing it; (2)
specifying services, standards, and theteractions;
and (3) thinking about the organizational structure

the other three pyramid faces requires servifresn

Middleware, Information Services, and theUser
Interface/Desktop. All elements involve dagéements,

€the interior of the pyramid as mentioned later.

.1.1. Layers. Layers represent important elements of
application and infrastructure domains represented on

each of the layers: Network, Messaging and

structures and models, which we view as contained in



1. Information content formatdor storage and
exchange that are increasingly based on
industry standards. Examples include HTML,
PDF, RTF, JPEG, MPEG, GIF, MIME,
netCDF, the emerging use of the XML/SGML
formats, and others. These formats are used in
moving interpretable bytes between
computers, in displaying  (usually
interactively) information in  end-user
applications, and even as storage formats for
many database/datastore applications. The
emergence of widely adopted standahtent
formats contributes significantly to thability
of different applications to interoperate
seamlessly.

2. Session, presentation, and applicatitayer
protocols are based on industry standards.
Examples include SMTP, POP3, andAP4
for e-mail, LDAP for directoryservices,NNTP
for threaded newsgroup discussions, HTTP for
Web interfaces, SNMP for  network
management]IOP for remote service request
and replies, X.509 for security using public key

Figure 1(b) . Top view also shows the Security infrastructure, JDBC/ODBC for  data

and System Management faces. management, and many more.

3. Common run-time services thatsupport
distributed applications, such as directory and

2.1.2. Network. The first or network layercontains

three sublayers: (1) all theiring and fibers andheir naming services, transaction services, security
Interconnection t_opology, (2) electronictor routing services such as certificate authorities, and the
and other functions, and (3) theommunication object request brokers (e.g. of tH@ORBA
protocols necessary to transfer uninterpreted bytes of model) for connecting componentsThese
information between two or more computer systems or services depend on many of the protocols
devices. This layer includes remote antbcal listed above, but they are not just protocol
communications, including Internet acce&xperience specifications: they are implemented software
suggests that the first two sublayers ararticularly systems running on computers on the network,
important for network reliability, security, ease of providing general purpose commaservices

maintenance and management, scalability_ of (e.g. naming, security, synchronization and
performance, and cost effectiveness. Netwsekvices resource management) to varicaplications

can only deliver the reliability, security and independent of specific clients and servers. In
performance that are provided by thphysical effect they represent a distributed operating
infrastructure. system.

In broad terms the network layertransmits
2.1.3. Messaging andiddleware. In any enterprise uninterrupted bytes between end points, while the
network, above the network transport (e.§CP/IP),  Message part of the M/M layer encompasgepper
and underneath any specific set of informatservices  layer) protocols and formats that convey meaning to
or desktop platforms, there is a layer we call thethese bytes, and the Middleware part referedmmon
Message and Middleware (M/M) layer. M/M run—tjme services that exist as part of Fbet.erprise
technologies are the glue that providestransparent, —architecture, and are useful to many applications.
secure information connectivity and integration at
several levels of the infrastructure.
o 2.1.4. Information Services.It is assumed in the EIA
The M/M layer has three intimatelyrelated  that both a standalone set of desktop services and a
sublayers: client/server architecture arsupported. A serverole



provides services; a client role makes serviequests manage server-based applications such as alatess,
of the servers. The Informatio8ervices layer of the e-mail or calendaring. A Web browser is anportant
architecture consists of the server sideapplications.  client because of its increasing use as the standard
Examples of services at this layer of thechitecture information service user interface.

are the POP e-mail servers, HTTP-based Web servers, . . o )

and Meeting Maker calendaring andcheduling ‘Web technology is a highly efficienmechanism
servers. Otherexamples are database addcument with which tp publish and access informatiorernally
servers, and servers that support busineserations @nd worldwide. TheWeb-enabled desktogWebtop)
and programmatic applications. The greater éxtent offers the pote_n_nal for a ste_mdard|zed. usgnnterfaces

to which we can standardize on services at thiser for both .SCI(?','ntIf.IC and business appl|cat|o_ns, whether
that are built on industry standard APIs and protocols,the application is purchased or developed in-house.
the wider will be our choices of vendors and

interoperability both inside and outside the Laboratory. 2.2, Application Domains

Further, to the extent that business operations and The apolications side of the pvramid represents all
programmatic applications are built o&IA and 1€ app . Py P
applications  of interest. Important classes of

industry standards, the quicker these services will be ; . ; )
made available and the lower the cost. The information"te"Secting applications include collaboration tools

services layer and associated applications are driveruch as e-mail and calendaring aratheduling,
by both enterprise-wide and specific business anOmforma'uon sharing tools such as document repositories

programmatic requirement. While we recognized the %' Fiatz':_\t_)ases, and all f[he t_)usmess gnd' programmatic
importance of software engineering methodologies ano(sccjlem'f'cOI hand I er?glrlleerlng)kappllcr?nons. Tg
development environments to creating information understand how a tle.ayewc;lr tOdQEt (I-:jrﬁmcon& er
services and applications they were viewedoasside (WO concrete examples: e-mail and onlimcument

the work of the IAC. Two important Application access. Some of the various clients, servers, and
Domains with broad Labwide use, Collaboration and protocols of interest at each layer are shown in Table 1.
Information Management—and  the Information
Services layer associatedith them—are discussed
below. Even though details of what is in this layer are
driven by the other pyramid faces, its existence and the
need for corresponding standards needs to rhade

Table 1. Standards in EIA layers for
collaboration and information access
applications.

explicit in the model. Applications

Layers E-mail Online Access

(Collaboration) (Information sharing)

2.1.5. Desktop (Userinterface). The Desktoplayer Deskiop Eudora Clients Netscape Browsers
represents the user interface with the rest of th . .
architecture. We broke the user interface discussion 'S";?\r,riggts'on ng\’lesri“’ers’ Ph g’;g‘;tgﬁgzri’;e?m
into general desktop support and Web issues (in :
general the Web technology spans all the layers). Thig Messaging ﬁ\'ﬂ\"g;‘l\';ﬁ\’ﬂ? HTTP, HTML, PDF
layer includes whatever system is most appropriate t .
access needednformation services (e.g.laptops, TNetWOfk TCP/IP, Intemet and LabNet

mobile hand-held devices, or possibly a kidek users
who do not normally work with computersjvhile the . licati . ¢ f q
services provided at the lower layers of the pyramid ard\Y given application requiressupport from, an

; 2 laces requirements on, the protocols and services in
important to users, they are generally maintained byp ' S
others. They can be viewed like a buildingisating/air all the layers. The greater the extent to which industry

PP L : : tandards are adopted in the layers, theeater
conditioning, electricity, orplumbing infrastructure.  S:anda . '
Occupantsgwant therr): t(woprk but gprefer minimal  flexibility there will be ‘to choose product§rom
knowledge and involvement. The Desktofayer multiple vendors. Forexample, standard Internet
contains the hardware (e.g., PCs, workstatidagtops, Ersoytgcgljte:i?l tggmNﬁgﬁ?rkoz?dofw::s:‘g;cgrslayaﬂmam
or X-terminals) that gives direct contact between the: P P agan .
user and the services, the desktop system softwareC“entS from multiple vendorsfor Laboratory e-mail

standalone applications such asord processors or Service. However, to minimizesupport costs, limits

- o ay be placed on the number of products that will be
spreadsheets, and client applications used to access ghpported as an LLNL standard.



We recognize that not all the

requirements for the high level model shown in Fig. 2 to focus standards

business or programmatic applications can be met byactivities.

standard services. However, as the LLMEIA grows
and matures, we believe that an increasing base
services will be available to make it easierless
costly, and less time consuming to develapich
nonstandard applicationsTwo application domains
were identified with particular importance to the EIA
vision collaboration and informationrmanagement.
These are discussed in more detail in [4].

2.2.1. Collaboration Applications  Domain.
Computer-aided collaboration support, alscalled
groupware, is the broad, somewhat fuzzarea

consisting of computer systems that enable two or more

individuals to work together more effectively.

Electronic mail is the most widely understood kind of

groupware, but there are other groupwa@adigms
identified for future study shown in Table 2.

Table 2. Groupware paradigms.

Same Different Place
Place
Same Time Chat
(synchronous) | Meeting Shared Whiteboard
Support Audio/Video Conferencing
Systems
Different Time Electronic Mail (e-mail)
(asynchronous) Calendaring and Scheduling
Electronic Forums
(discussion lists,
newsgroups)
Multiple Authorship Support
Document Management,
Electronic Library
Workflow applications (e.g.,
purchasing)
2.2.2. Information Management  Application
Domain. The information management application
domain is an important driverfor an Enterprise

Information Architecture.Scientists are estimated to

of

With this model we identified areas in thesktop,
Information services (e.g., applications as@tastores),
M/M, and security areas where enterprise standards
would be helpful. Of particular importance is theed

for an enterprise wide catalog system that allows other
catalogs developed independently to be integrated. We
also identified developing an enterprise inventory of
information assets as a high priority task. Detailghi$
model and LLNL informationmanagement systems
that point the way toward such an integratggstem

are described in [4].

Desktop/Webtop

« Browser

«Java VM/Applets

+ Object support

« Other clients and viewers

Hierarchical
Catalog, Search, Browse
Capability

Message and Middleware

* Web Server(s)

« Object services

« Format conversion
« Java Servlets

Enterprise

o

Application Servers
« Infrastructure
+ Business
« Scientific/engineering

Application logic can run in the
desktop, middleware or data
store areas as well

« File Systems

« Relational DBMSs
* Object DBMSs

« Document stores
« Other stores

Some data stores
may support running
application code

Data stores

Figure 2. High-Level Information Management
Model.

2.3. Unclassified Security

spend 20-40% of their time searching for and gathering

information and we expect the percentage is similar for

At LLNL all classified information andassociated

those who work with business and other information. processing and other resources are onseparate

Clearly other applications need to leverageconnect
to the capabilitiesfor information management. We
examined several informatiomanagement systems
both within and without the Laboratory arabstracted

network, which is not connected to the outsmerld.
The architecture considered here fisr unclassified
information.

The Security/Privacy side of the pyramid spans all
the layers and interacts with the Applications and



System Management sides. The architecture needs tsystem managemerrovides the facilities needed to
provide perimeter defenses, defenses in depthlocal detect and isolate theviring and electronics faults,
area networks and end systems, as well as provid&eep routing tables up tdate, support themovement
detection and reaction systems to handle possiblef staff to new office locations, and many others.
external attacks and breaches of perimeter defenses. To

develop a detailed security/privacy architecture, we

need to understand the information and other resourc@ 5 Human Activities—the Base of the Pyramid
assets that need to be protected, the threathdse

assets, and the technologies available to couhiese

threats. Consider twoexamples requiring security- The base of the pyramid, showrtended, represents
related ~ standards snooping and the human activities required gupport allaspects of
authentication/authorization. the EIA, such as stewardship of its evolution, day-to-

Snooping on the network is possible if a bus-styleday operation of all its services, and its use. Setting up
connection topology (classical Ethernet) is used an organization and processdsr enterprise wide
because alinformation is visible to all computers on interaction and stewardship issues is crudl long
the network. A star point-to-point wiring topology term success and discuss this aspect in nuetail
connected at thehub by a switch removeshis  below.
visibility. This topology and switching must be
specified at the Network layer and can be supported,
for example, by switched Ethernet or ATM 2.6. Data and Information—the Interior of the
technologies. Pyramid

Authentication and authorization are other important
security services as part of the above andortotect
proprietary information of many kinds. They must be
supported with a secure network topolo@ppropriate
serversfor generation and distribution ofertificates,
and standard message forméds certificate exchange
and validation. User applications and client software on
the desktop, such as the Web browser or e-gi&int,
also must be enabled to generasecept andcheck
these certificates. Other services at the desksugh
as secure networkingapabilities, may beequired for
safe input of passwords. Thus, a secartghentication , . : .
and authorization system requires services alagiérs the information services layer, created anterpreted

of the architecture, including applications at the PY applications and accessed by the user
information service and desktop client levels. mterfape/degktop layer. It s within th|3/qlume,
associatedwith the appropriate layers and sidésat

various data architectures need to be developéése
will consist of standard data types, structures and
2.4 System Management models useful across the enterprise.

Data and information are required in order to support
all aspects of effective and efficient use of
information—generation, storage, accepsgsentation,
sharing, manipulation and transformatidnterchange,
management/administration, arseécurity. In terms of
Fig. 1, we can visualize information as residing within
the pyramid. System data andetadata isassociated
with every layer, while data and information the user
directly cares about (such as e-mail, documents, or
business/programmatic information) are managed by

The final face of the pyramid shown in Fid(b),
System Management, similarlsequires servicedrom . . )
the 3. Enterprise Information Architecture

layers and interacts with the Applications a®dcurity ~ Stewardship Organization and Processes

faces. It represents all the services needethdoage,

troubleshoot, and debug applications as well as to ] o
maintain the services specific to a given layer. For. The EIA Stewardship process and organizasbown
example, consider automatidistribution services for in Fig. 3 are discussed below.

keeping the software on the desktop up to date. This

requires client mechanisms in the userterface,

software repository and updating serviceggreement 3.1. EIA Stewardship Organization

on message formats, security mechanisms, anfrto

Within a given layer, such as the netwol&yer,



Because thé&lA is a Laboratory-wideactivity, there

are a number of roles and organizations involved in its
stewardship shown in Fig. 3. The organization names in

the Line Organization, Working Group, aripecial
Interest Group boxes amepresentative of the types of
groups involved. There are two main rolesstandards

stewardship: (1) stewardship of the standards
themselves, which is the responsibility of the
Stewardship Body, and (2) implementation and

operational support, which is the responsibility of the
line organizations.

CIO  Chief Information Officer

CSO Council on Strategic
Operations.

AIS  Administrative Information

Oversight Body

Systems
DAG Desktop Advisory Group

Clo
ISND Integrated Systems &
Network Dept.

Cso

NAG Network Advisory Group

PKI_ Public Key Infrastructure

Program: SAG Security Advisory Group

T
Stewardship Body

PKI

Web
Masters

+  Special
« Interest
« Groups

Advisory
Group

I

DAG

Permanent
Staff

LabNet

Line
Organizations

AIS

NAG SAG | *°*°

%]
o o z
o

Working Groups TBD

LLNL Staff

Figure 3. EIA Stewardship Organization.

3.1.1. EIA Stewardship Body.The Stewardship Body

architecture and its associatedody of
standards as they evolve.

Interacts with LLNL staff andnanagement on

a regular, ongoing basis to ensure B\ is
meeting business and programmatieeds;
fosters the exchange of ideas and information
in both directions; and coordinate teebatch
activities, such as gathering information on
emerging technologies or conducting limited-
scale pilot/proof-of-concept projects.

Interacts withLLNL's institutional information
service provideravho provide the day-to-day
operational support of theéElA and related
activities to ensure the exchange of ideas and
information and to promote Labwide
cooperation and leveraging of one another’s
activities.

When a standard or othBitA service isestablished,
a working group needs to be identified or fornfedits
ongoing stewardship.

3.1.2. Oversight Body. The EIA Oversight Body
depicted in Fig. 3 is composed of the CIO, and other
senior Laboratory managers on the Council for
Strategic Operations. The Laboratory CIO has the
senior management responsibilifipr the EIA. This
includes activities such as final concurrence or
approvalfor all EIA standards, strategic direction, and
budget. The Councifor Strategic Operations provides
an advise and consent role to the CIO on Highel
EIA policy, direction, and funding.

3.1.3. LLNL Staff. The LLNL staff ismade up of all

consists of a small permanent staff (~4 people), an EIA| gporatory employees. All members of the staff can

Advisory Group representative of EIA stakeholders from
across the Laboratory, and a set of permanent and
temporary working and technical advisory groups
responsible for EIA standards stewardship and special
studies. The charter of the Stewardship Body is to
provide the stewardship of EIA standards and process
and manage the EIA activity on an ongoing basis.

The Stewardship Body:

Assumes stewardship of thEIA Vision and
Principles. Should these need updating in the
future, the Stewardship Body woutibordinate
that process with the Oversight Body and
LLNL staff, and might utilize the RFC process
before adopting modifications.

the process
adopting

of
the

and drives
refining, and

Coordinates
proposing,

participate in the Stewardship process éychanging
ideas with the Stewardship Body about aaspect of

the architecture. Although a great deal tethnical
expertise resides in the Stewardship Body, particularly
the working groups, we recognize that much ngatk

in information systems development and utilization is
performed in the Laboratory’s organizations and
projects. Customer perspective, customer needs, and
appropriate input regarding cost effectiveness can only
come from the staff at large.

3.1.4. Line OrganizationsThe implementation of the
standards and otheEIA services and theirday-to-
daysupport is the responsibility of linerganizations
such as those shown in Fig. 3. When a standard or other
EIA service is established, one or more groups need to
be identified and fundedor its implementation and
ongoing support.



3.1.5. Special Interest Groups. Special Interest
Groups areconstantly forming and dissolving tdeal
with issues around new areas of technology ahdre
experiences. This process is encouraged. Bectnese
groups are sources adxpertise and suggestions for
additions and modifications to thEIA and standards,
the Stewardship Body works with such groups.

3.1.6. The EIA Standards.EIA Standards are dhree
main forms: (1) Statements of Direction provide
institutional guidance toward a common goal; they are
useful in procurements and system design and
integration decisions, when it may still be too early to
put technology or product standards in place; (2)
technology and product standards that maglude
both industry and product standards; and (3) procedure
or process standards. It is assumed that policies for
security or other functions may also employ the
processes Fig. 4 if appropriate.

Proposal
accepted

Propose
new

standard
Standards

Stewards,

Task groups,
LLNL staff

I Publlshed

standards

Propose
revised
standard

Successful
implementation
and
utilization of
standards

Receive
comments

Review
comments

o| * Technologies

+ Statements of Stewardship bod i
o direction i ’ Modify

+ Processes/ draft

o| procedures Publish Oversight \\standard
* Products standard Jbody approves
/disapprove

Figure 4. The EIA Standards Development and

The EIA Standards Process depicted in Fig. 4 is aReview Process.
crucial element of the Enterpriselnformation
Architecture. It is the means by which informed from the staff arecollected and reviewed tdetermine
decisions are made and broad consensus reached evhether a proposed standard can fmward for
standards that drive Laboratory informatigmactices.  adoption, requires significant revision and moesiew,
Standards emerge in two ways. First, there could be awor should be discarded. The proposal ddvertised
exploratory phase in which ideas are exchanged, anthrough several Labwide channels and imade
experimental/prototype/technology demonstration available on theEIA Web pages. The RF@Review
activities are conducted. Alternatively, newupdated Team will issue a roll-up of the reviewsummarizing
standards may be proposed through otherthe input received. The entire Stewardship Bdbgn
mechanisms—the steward of a standard may put forth a@letermines the next step, which will be one of the
revised version, or any staff member can propose dollowing:
standard at any time. In any event, when a new ory ;
revised standard has been proposed, the Stewardshf Reject the proposal aIt_ogether o
Body will examine it. The Stewardship Body cegject Return the proposal to its source for revision
the proposal because it fails to meet one or more of thg, Recommend the proposal to the Oversight Body as

3.2. Standards Process

criteria for standards listed earlier. an official Enterprise InformationArchitecture
If a proposed standard is judged worthy fofther Standard (or recommend adopting it with minor
consideration it is passed through Request for modifications).

comments  (RFC) processysed successfully for The Oversight Body willaccept or reject the
almost three decades in the Internet community. Arecommendation of the Stewardship Body, possibly
formal RFC activity is conductedor each proposed leading to an iteration of one or more of tlsteps
standard (Fig. 4). Comments above.

4. Summary

We have described a high levebmework for an
EIA and the support organization and process that we
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think are appropriate for many organizations,
particularly for those withdecentralized, autonomous

state, gap and recommendatiofer each element:
Dave Wiltzius, Networks and Stewardshiprocesses;

cultures and organization structures. The three keyRob Allen, Collaboration andvessage/Middleware;
elements include: (1) capturing the requirements inBarbara Campbell, Desktop; Ted Michels, Web; Barry

concise, easy to understand vision amdinciple
statements, (2) identifying keflA elements and their

Howard, Security; Davé&eibel Vision and Principles.
Carol Hunter played an important role as Cochair of

interrelationships and in an iconic diagram, and (3)the IAC until other priorities claimed her attention. We
specifying an enterprise-wide organization structurewant to acknowledgeour colleagues atLos Alamos

and processes for the EIA's development,
implementation, support and ongoing evolution.

Our status is that thEIA has been wideldiscussed

with staff andmanagement (although much more is

National Laboratory (LANL) whose&EIA work was of
most influence on ours [5], particularly the helpful
interactions with Diane Weir th&é ANL EIA project
manager.

required); funding has been obtained to launch the The work reported here was performed under the
Stewardship Organization; active task and advisoryauspices of theU.S. Department of Energy by

groups have beemstablishedfor the Desktop,Web,
Network, Securityelements; initial explorationfave
been started in the informatiomanagement area for
catalog metadata and document management
standards; and Desktop, collaboration, Web exldted

M/M and InformationService standards have been put
security

in place. Implementing the unclassified
architecture recommended by the Security T@skup
has very high priority. Much workemains to be
accomplished to realize the EIA described in théper
and [4]. We recognize that the fundinglevelopment,
implementation and cultural change required walke
several years.
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